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Introduction
I am very pleased to have been invited to the 

University of Alberta to participate in a collec-
tive re#ection and debate on “National Security, 
the Law, and the Federal Courts.” As you are all 
aware, issues of national security have taken on 
new life since the inception of the war on terror, 
but what you may not be aware of is the com-
plexities inherent in adjudicating these issues 
within the context of a democratic and rights-
oriented society. I will do my best to give you a 
sense of the kinds of issues that come before the 
Federal Court in this regard, and how national 
security considerations raised therein must be 
balanced against the rights of citizens.

!e Charter Context
It was not until the early 1960s that Canada 

truly embraced a philosophy based on rights 
and freedoms. In 1960, the Diefenbaker gov-
ernment adopted the Canadian Bill of Rights.1 
It was not enshrined in the Constitution and 
its primary value was as an interpretive tool. 
During the 1960s and 70s, several provincial 
governments adopted general texts protecting 
rights and freedoms.2 At the same time, com-
missions of inquiry were established to shed 
light on the abuses of intelligence services, 
particularly with respect to the Québec inde-
pendence movement and various extreme-le$ 
splinter groups elsewhere in Canada. It was 

then that the importance of striking a balance 
between national security and rights and free-
doms began to become apparent.3 %ese crises 
also led to the creation of the Security Intelli-
gence Review Committee (SIRC). %is commit-
tee oversees the operations of the Canadian Se-
curity Intelligence Service (CSIS) to ensure that 
the intelligence service’s extraordinary powers 
are exercised in accordance with its legislative 
authority.

In 1982, the British Parliament adopted the 
Canada Act 1982, and the Canadian Charter of 
Rights and Freedoms came into e&ect by royal 
proclamation on 17 April 1982.4 %e Charter 
had a signi'cant impact on Canadian law, both 
directly and indirectly, especially as it related to 
national security. Directly, because it was some-
times interpreted so as to invalidate or limit the 
scope of provisions that unduly restricted rights 
and freedoms in the name of national security. 
%is was the case, for example, with in camera 
hearings to deal with sensitive information, 
traditionally justi'ed under the common law 
privilege to protect state secrets.5 %e Charter 
also had indirect e&ects by fostering a culture of 
rights and freedoms in Canada that made sig-
ni'cant changes to the way Parliament legislat-
ed in the area of national security. For instance, 
in 1984 the security clearance process for gov-
ernment employees was made less discretionary 
and became a subject of complaint before the 
SIRC. National security would no longer be the 
exclusive realm of the executive acting secretly 
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and without limits; it was instead becoming 
increasingly open with the addition of various 
checks and balances.

Canada was one of the 'rst countries to 
enshrine in its Constitution the fundamental 
rights that re#ect its traditional values. Cana-
dian governments became accustomed to hav-
ing their legislative texts reviewed by the courts 
to ensure that they were not exceeding their 
respective legislative jurisdictions. Protecting 
individual and collective rights in the Cana-
dian Constitution added a new dimension to 
the relationship between the legislature and the 
judiciary.

Canada was also one of the 'rst countries 
to include in its fundamental law a provision 
setting certain limits on these rights. Section 1 
clearly sets out a general guarantee of the rights 
and freedoms contained in the Charter, but it 
goes on to state that these rights and freedoms 
may be circumscribed in the public interest if 
it can be demonstrated that the limits are justi-
'ed. %is provision, from the outset, embodies 
the idea that recognized rights and freedoms 
cannot be considered absolute and may be re-
stricted by law as long as the restriction can be 
justi'ed in accordance with section 1.

Role of the Courts
%e courts are regularly called upon to 

strike a balance between national interests and 
security on one hand, and individual and col-
lective rights on the other. In the context of 
balancing national security with the right to a 
fair and transparent trial, the Supreme Court, 
in considering the legality of a judicial investi-
gative hearing conducted in relation to the Air 
India trial, as authorized by section 83.28 of the 
Criminal Code, stated:

%e challenge for democracies in the battle 
against terrorism is not whether to respond, 
but rather how to do so. %is is because Cana-
dians value the importance of human life and 
liberty, and the protection of society through 
respect for the rule of law. Indeed, a democ-
racy cannot exist without the rule of law.

[…]

Consequently, the challenge for a democratic 
state’s answer to terrorism calls for a balancing 
of what is required for an e&ective response to 
terrorism in a way that appropriately recogniz-
es the fundamental values of the rule of law.6

Our duty at the Federal Court of Canada is 
to balance the requirements of national security 
with the rule of law and protection of individual 
rights in the context of the following activities 
amongst others:

issuing warrants that enable the CSIS to 
investigate threats to Canada’s security; 

considering the reasonableness of cer-
ti'cates declaring that noncitizens are 
inadmissible for national security rea-
sons and quashing any such certi'cates 
that are not found to be reasonable; and

determining whether information con-
sidered sensitive by the government 
should or should not be disclosed dur-
ing a trial.

In reviewing these activities, the rights 
and freedoms most likely to be at stake are the 
following:

privacy rights, and more particularly 
protection against searches, seizures, 
and investigations, in the context of the 
'ght against terrorism;

the fundamental freedoms inherent in 
a democratic society such as freedom of 
expression, freedom of the press, free-
dom of conscience and religion, and 
freedom of association; and 

procedural rights such as the right to 
be present at one’s hearing, the right to 
know the facts relevant to the proceed-
ing, the right to be heard, and the right 
to have an unbiased decision maker.

I will now attempt to describe the backdrop 
set by the constitutional changes adopted in 
1982, and the rigour with which the court em-
braced its responsibilities. 
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Privacy Rights and the Fight 
Against Terrorism

In Canada, protection against unreasonable 
search and seizure is expressly guaranteed in 
section 8 of the Charter. %e right to privacy is 
protected by section 7, but not in the same ex-
plicit terms. Although the concept of privacy is 
hard to de'ne and the existence of a tort of inva-
sion of privacy is debatable,7 the right continues 
to be a cornerstone of our democratic system. 
In Canada, it is protected by several federal and 
provincial statutes, in areas such as consumer 
protection, employment, health, and telecom-
munications, in both the public and private sec-
tors. It is enshrined as a basic right in Québec’s 
Charter of Human Rights and Freedoms.8

When the right to privacy is at issue in a 
national security context, we primarily think 
of the investigation and information gathering 
methods employed by intelligence services and 
the police. %eir actions are circumscribed by 
section 8 of the Charter, which protects against 
unreasonable search and seizure. Criminal 
warrants must normally be authorized by a 
judge on the basis of reasonable and probable 
grounds. 

While privacy concerns remain very impor-
tant in the security context, Canadian courts 
have generally accepted lower thresholds for 
issuing warrants in national security investiga-
tions. For example, an intelligence o+cer is not 
required to specify an o&ence to justify his ap-
plication for a warrant; instead he must satisfy 
the judge of the need to commence an investiga-
tion. Section 21 of the Canadian Security Intel-
ligence Service Act9 states that a judge may is-
sue a warrant if there are “reasonable grounds” 
to believe “that a warrant under this section is 
required to enable the Service [CSIS] to investi-
gate a threat to the security of Canada or to per-
form its duties and functions under [this Act].” 
Canadian courts have found the standard of 
“reasonable grounds to believe” to be consistent 
with the Charter10 in this context. 

Not lost on a court issuing warrants under 
this provision are the following characteristics, 
which are particular to the 'ght against terror-

ism, namely:

the preventive function of intelligence 
service investigations;

the length and ongoing nature of these 
investigations;

the seriousness of terrorism o&ences; 
and 

the nature of the methods used by 
terrorists.

I hasten to add that a warrant to conduct 
an intelligence investigation does not give in-
telligence o+cers carte blanche. %e role of the 
judge remains important, since the onus is on 
the o+cers to justify their demands, and judges 
have the power to, and do, limit the intrusive-
ness of investigative powers by imposing con-
ditions on the warrants they issue. In certain 
circumstances, the court will require CSIS to 
report back to it and keep the court informed of 
speci'c developments in the investigation. %e 
SIRC also annually selects a sample of warrants 
and studies whether the information presented 
in the application to the court is consistent with 
the complete information available to CSIS. %e 
SIRC also reviews whether CSIS has acted in ac-
cordance with the powers granted to it by the 
court and reports its 'ndings to Parliament.

I will now brie#y address other intelligence 
service and police practices that judges are be-
ginning to see more frequently, and which also 
engage the right to privacy. Some have been 
the subject of public criticism for dri$ing too 
far from the standard that violations of privacy 
must be reasonable, circumscribed, and autho-
rized by a judge. Here are some examples:

Use of biometric data such as 'nger-
prints and DNA samples by the state. 
In Canada, the 'rst database was es-
tablished in 1998. %e development of 
such databases raises the issue of what 
types of uses are legal and, in particu-
lar, to what extent biometric data may 
be stored and disseminated by the pub-
lic administration. %e Supreme Court 
of Canada has already indicated that 
DNA samples may be collected legally 
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for speci'c purposes such as the identi-
'cation of criminals.11 %e right to pri-
vacy is invoked in this context to limit 
the dissemination of biometric data. 

Another tool used increasingly fre-
quently in the 'ght against terrorism 
is 'nancial transaction monitoring.12 
%ose who 'nance terrorist activity are 
now subject to the same types of crim-
inal sanctions as those who commit ter-
rorist acts.13 From an administrative law 
perspective, e&orts are being made to 
prevent charitable organizations from 
'nancing terrorists or from being used 
as fundraising conduits for their activ-
ities. In Canada, 'nancial institutions 
are required to report to the adminis-
trative authority Financial Transactions 
and Reports Analysis Centre of Canada 
(FINTRAC)14 any 'nancial transactions 
they have reasonable grounds to suspect 
are related to a terrorist 'nancing of-
fence. FINTRAC then communicates 
this information to the authorities. %e 
legal issue is whether an administrative 
agency may validly obtain private in-
formation in the absence of a warrant 
and upon mere disclosure by 'nancial 
institutions, which will then be used to 
prosecute individuals. %e jurisdiction 
of the Federal Court is engaged pur-
suant to section 30 of the Proceeds of 
Crime (Money Laundering) and Terror-
ist Financing Act.15

In Canada, the Minister of National 
Defence can authorize the Communi-
cations Security Establishment Canada 
(CSEC) to intercept private commu-
nications for the purpose of obtaining 
foreign intelligence. Although it is sub-
ject to authorization, the warrant is not 
issued by a judge but by the minister 
responsible, making the decision more 
political in nature.16 Conceivably, this 
decision would be subject to judicial 
review in the Federal Court. Canadian 
courts, however, have yet to consider 
the constitutionality of this mechanism. 

As a general rule, telecommunications 

monitoring is subject to a warrant with 
respect to private communications. It is 
therefore important that the legal char-
acterization of emails and text messages 
be clari'ed.17

Other practices related to CSIS activities 
abroad are raising new legal issues. Re-
cently, the Federal Court had to decide 
whether it had jurisdiction to issue war-
rants in foreign states.18 Out of respect 
for the principles of state sovereignty 
and comity of nations, the court decid-
ed that it lacked such jurisdiction. %e 
court also recognized that Parliament 
had the power to authorize this type of 
activity as long as the Canadian Intelli-
gence Security Service Act contained an 
express provision to that e&ect. 

%ere is also the issue of the collection 
and storage by customs o+cials of cer-
tain personal information of passengers 
arriving in Canada by air. One of the 
objectives in gathering this information 
is the identi'cation of criminals, ter-
rorists, and smugglers. In 2002, retired 
Supreme Court Justice Gérard La Forest 
prepared a legal opinion for the Privacy 
Commissioner on this very issue of the 
constitutionality of the personal data 
management practices employed by 
customs o+cials.19 He emphasized the 
intrusive nature of these practices and 
their potential for violating section 8 of 
the Charter. Following the publication 
of this opinion, the minister responsible 
made changes to the database, limiting 
the types of information collected and 
the circulation of the data within the 
government.20 

Finally, as the 'ght against terrorism 
intensi'es, there is an increasing and 
justi'ed need for information sharing 
within the public administration and 
with foreign governments. %is must be 
done with a full appreciation of privacy 
rights. We must set clear limits on the 
dissemination of personal information 
within our own public administration 
and beyond our borders. Our objective 
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of sharing information must not be-
come a pretext to circumvent the nor-
mal requirements for issuing warrants 
or to use personal information for pur-
poses other than those for which they 
were originally collected. 

!e Fundamental Freedoms 
Guaranteed by the Charter and the 
Fight Against Terrorism

In addition to the right to privacy, other 
fundamental Charter freedoms may be a&ected 
by some of the tools employed to 'ght terror-
ism. %ese include freedom of the press, free-
dom of association, and freedom of religion and 
conscience. 

With respect to freedom of the press, we 
must ask ourselves to what extent na-
tional security considerations can jus-
tify the restriction, in certain cases, of 
public and media access to legal debate, 
documents, and evidence. In Canadian 
law, there are many legislative excep-
tions to the rule of judicial transparen-
cy, but they are usually very speci'c and 
limited in their application. Our courts 
have generally upheld these exceptions, 
while limiting their scope as much as 
possible to ensure that the public is nev-
er excluded unless there are genuine na-
tional security considerations involved. 
Despite these concerns, the courts must 
bear in mind the need for intelligence 
services to protect their sources, to re-
spect their information exchange agree-
ments with foreign countries, and not 
to compromise any security investiga-
tions that are being legally conducted. 

%e courts may be called upon to con-
sider various anti-terrorist strategies as 
they relate to freedom of association or 
freedom of religion and conscience. One 
example is the list of dangerous entities 
prepared by the Governor in Council, 
which arguably may violate freedoms of 
expression and association.21 However, 
the courts have o$en reiterated that the 

Charter freedoms of association and 
religion and conscience do not protect 
the right to associate with organizations 
that engage in violence.22 To prevent 
abuse, the list is reviewed every two 
years, targeted individuals or groups 
may ask the Minister of Public Safety 
to review a decision, and judicial review 
is also available.23 %e consequences for 
individuals and groups who 'nd them-
selves on the list can be very serious, 
as the case of Liban Hussein has made 
painfully clear. Hussein was suspected 
by the United States, Canada, and the 
United Nations of 'nancing terrorism. 
As soon as his name was placed on the 
list, it became illegal for anyone to do 
business with him. He was subsequently 
delisted by Canada and the United Na-
tions. %is illustrates the importance of 
implementing reliable national security 
procedures, especially when people’s 
lives and reputations are at stake.

Procedural Guarantees in Criminal 
and Administrative Hearings and 
the Fight Against Terrorism

%e Charter grants individuals extensive 
procedural guarantees both in administrative 
justice contexts such as immigration law, and in 
the criminal justice context. %ese guarantees 
can be traced back to Anglo-American com-
mon law and are particularly well developed 
in criminal law. %ey include, for example, the 
right to be present at one’s hearing, the right to 
know the evidence against oneself, the right to 
be heard by the decision maker, and the right to 
full answer and defence. %e ability to exercise 
these rights generally requires transparency in 
judicial and administrative processes. Because 
national security concerns preclude full trans-
parency, procedural guarantees must inevitably 
take a di&erent form in some cases.

Terrorism trials are especially likely to in-
volve both the superior courts of the provinces 
and the Federal Court. %e Federal Court plays 
an ancillary but important role. %e procedures 
for managing the disclosure of sensitive infor-
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mation set out in the Canada Evidence Act24 are 
carried out in the Federal Court, in separate 
proceedings, in camera, and in the absence of a 
party who may have an interest in being present 
(ex parte proceedings). %is may result in a vio-
lation of the participation rights of the accused 
or other persons with an interest in the related 
proceedings, in which civil or criminal disclo-
sure rules may require that sensitive informa-
tion be disclosed. Nevertheless, the courts have 
held that procedural substitutes may be used to 
protect the rights of the accused in these situa-
tions. %ese substitutes include increased judi-
cial intervention, the designation of an amicus 
(a friend of the court) to protect the interests of 
the absent party, rights of appeal, and the right 
of the accused or interested party to make ex 
parte submissions. %e constitutionality of 
these Canada Evidence Act provisions was re-
cently upheld in Canada (Attorney General) v. 
Khawaja.25

In cases involving national security consid-
erations, the courts have demanded some fairly 
elaborate procedural substitutes to protect the 
rights of the accused. For example, the security 
certi'cate regime allows the Minister of Public 
Safety and the Minister of Citizenship, Immi-
gration and Multiculturalism to declare a per-
son inadmissible to Canada. %is decision is 
subject to review by the Federal Court, in the 
absence of the interested person. %e person 
named in the security certi'cate is entitled to 
receive a summary of the evidence. Until 2007, 
the judge hearing the case, with the view of en-
suring that the rights of the interested person 
were respected, played a more active role than 
usual in proceedings. %e decision was 'nal: no 
appeal was available to the interested person. 
In 2007, the Supreme Court decided that these 
guarantees were insu+cient. Accordingly, in 
2008 Parliament amended the Immigration and 
Refugee Protection Act (IRPA),26 adding a right 
of appeal and a right to the assistance of special 
advocates.

Inspired by the British model, the role of 
the special advocate in Canada is to defend 
the interests of the person named in the secu-
rity certi'cate. Some are of the opinion that the 
recent amendments to the IRPA do not go far 

enough, that they still do not constitute a mini-
mal impairment of rights, that special advo-
cates should be granted more extensive powers 
and means, should be able to receive instruc-
tions freely from the interested party and his 
or her counsel, and should be able to call wit-
nesses. We can therefore expect further litiga-
tion and judgments in the coming months and 
years with respect to the role and mandate of 
the special advocate, and the nature and scope 
of the discretion granted to the judge by the leg-
islature. %e amendments sought to strike a bal-
ance protecting the rights of individuals subject 
to security certi'cates while still addressing na-
tional security concerns. It remains to be seen 
whether this balance will be considered appro-
priate by the judiciary, and if not, how it may be 
improved.

Finally, I will touch brie#y on the right to 
full answer and defence, as provided for un-
der section 7 of the Charter. %is issue has re-
ceived recent attention by the Supreme Court 
of Canada in Canada (Justice) v. Khadr27 in the 
context of disclosure. In this case, the Supreme 
Court held that the Charter applied to the Ca-
nadian o+cials during their interviews with 
Mr. Khadr in Guantanamo Bay. In the context 
of this case, the Charter applied extraterritorial-
ity essentially by reason of the illegality of the 
process in place in Guantanamo at that time. As 
a consequence, the Supreme Court found that 
section 7 of the Charter applied so as to require 
disclosure of information arising from these in-
terviews at issue.

Conclusion
In conclusion, I would like to emphasize the 

context in which the Federal Court deals with 
national security issues. %e court engages in a 
complicated and very important balancing be-
tween Charter rights and freedoms on one hand 
and the exigencies of national security on the 
other. 

Democracies such as ours do not have the 
right to forsake their traditional social values 
and abandon fundamental moral and legal 
principles for the sake of employing new weap-
ons in the 'ght against international terrorism. 
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%e basic purpose of any national security pol-
icy is to protect us from attacks on our rights 
and freedoms. To turn our backs on this objec-
tive in the name of national security concerns is 
to abandon the values we hold most dear and to 
do that which we are trying to prevent. I adopt 
the following view expressed by the Supreme 
Court in the Application under s.  83.28 of the 
Criminal Code Reference:

In a democracy, not every response is avail-
able to meet the challenge of terrorism. At 'rst 
blush, this may appear to be a disadvantage, 
but in reality, it is not. A response to terrorism 
within the rule of law preserves and enhanc-
es the cherished liberties that are essential to 
democracy.28

%e international commitments of our 
Western democracies also prohibit us from 
sacri'cing rights and freedoms on the altar of 
national security. In Canada, the Charter con-
stitutes an additional protection enabling us to 
keep our moral and legal values at the forefront 
of any debate regarding our e&orts to 'ght ter-
rorism. I would also add that it is possible for 
Western democracies to be fully engaged in the 
'ght against terrorism without giving up our 
most precious moral and legal values. 

Clearly, our adherence to the rule of law 
and respect for Charter rights increases the 
complexity of terrorism and other national se-
curity cases. %at said, the Charter should not 
be considered a hindrance in the 'ght against 
terrorism. Instead it has served as a guide to the 
courts and to Parliament in their quest to strike 
an important and necessary balance between 
national security and rights and freedoms. 
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